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No. . Time Source Destination Protocol  Info s
SYN] Seq=0 Win=8192 [TCP CHECKSUM INCORRECT] Len=0 M55=1460 Ws=. |k

1 0. 192.168.0.3 . 0.101 9189 >
20.123400  207.46.250.101 192.168.0.3 TCP http > 49189 [SYN, ACK] 5eq=0 Ack=1 Win=8190 Len=0 MSS=1404
3 0.123463 192.168.0.3 207.46.250.101 TCP 49189 > http [ACK] seq=1 Ack=1 wWin=64584 [TCP CHECKSUM INCORRECT] Len=0
7 1,9‘\ S 1, (‘_ 4 0.123712 192.168.0.3 207.46.250.101 HTTP GET /fwlink/?LinkId=54729 HTTP/1.1
’f) ) / 5 0.251195 207.46.250.101 192.168.0.3 HTTP HTTP/1.1 302 Found (text/html)
6 0.251282 192.168.0.3 207.46.250.101 TCP 49189 > http [ACK] Seq=635 Ack=449 Win=64137 [TCP CHECKSUM INCORRECT] Len=0
7 0.251887 192.168.0.3 207.46.250.101 TCP 49189 > http [FIN, ACK] Seq=635 Ack=449 wWin=64137 [TCP CHECKSUM INCORRECT] Ler
80.253359  192.168.0.3 207.46.73. 60 Tcp 49190 > http [SYN] Seq=0 Win=8192 [TCP CHECKSUM INCORRECT] Len=0 MSS=1460 Ws=.
9 0.317753  207.46.73.60 192.168.0.3 Tcp http > 49190 [SYN, ACK] Seq=0 Ack=1 Win=8190 Len=0 Mss=1412 I
10 0.317815 192.168.0.3 207.46.73.60 TCP 49190 > http [AcK] Seq=1 Ack=1 Win=64952 [TCP CHECKSUM INCORRECT] Len=0
11 0.318027  192.168.0.3 207.46.73. 60 HTTP GET / HTTP/1.1
o e 12 0.374997 207.46.250.101 192.168.0.3 TCP http > 49189 [ACK] Seq=449 Ack=636 Win=64873 Len=0

/\7\y|~_ﬂgﬂ 13 0.393628 207.46.73.60 192.168.0.3 HTTP [TcP Previous segment lost] Continuation or non-HTTP traffic
14 0.393675 192.168.0.3 207.46.73.60 TCP [TCP Dup ACK 11#1] 49190 > http [ACK] Seq=830 Ack=1 win=64952 [TCP CHECKSUM It
15 0.394953 207.46.73.60 192.168.0.3 HTTP [TCP Previous segment lost] Continuation or non-HTTP traffic
16 0.394956  207.46.73.60 192.168.0.3 HTTP [TCP out-of-order] Continuation or non-HTTP traffic
17 0.394973  192.168.0.3 207.46.73. 60 Tcp [TCP Dup ACK 11#2] 49190 > http [ACK] Seq=830 Ack=1 Win=64952 [TCP CHECKSUM It

1

18 0.304986  192.168.0.3 207.46.73.60 TP [TcP nun ACK 11#31 49190 > hrtn Tack] Sea=830 Ack=1 Win=64952 [TCP CHECKSUM Tt
il

@ Frame 1 (66 bytes on wire, 66 bytes captured)

@ Ethernet II, Src: Toshiba_91:56:61 (00:15:b7:91:56:61), Dst: Coregakk_cd:16:20 (00:0a:79:cd:16:20)
| ® Internet Protocol, Src: 192.168.0.3 (192.168.0.3), Dst: 207.46.250.101 (207.46.250.101)

1Ny NEERRER

0000 00 0a 79 cd 16 20 00 15 b7 91 56 61 08 00 45 00
0010 00 34 05 fe 40 00 80 06 00 00 cO a8 00 03 cf 2e

0020 fa 65 cO 25 00 50 c¢3 a3 b3 3a 00 00 00 00 80 02
° — . ggzg 5(4) gg 8a 66 00 00 02 04 05 b4 01 03 03 02 01 01
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@l Microsoft

@l MS Tunnel Interface Driver

P

@l Intel(R) PRO/1000 PL Network Connection 192.168.0.3

0.0.0.0

unknown
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Stop
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Eilter: [http ~ Expression... Clear Apply
802:11 Chanine v Channel'Offse - ~ | Decryption Mode: | None - ss Settings... Decryption Keys...
No. Time Source Destination Protocol  Info =
0.000398 92.168.1.1 92.168.1.6 HITP/1.1
7 0.129562 192.168.1.6 192.168.1.1 HTTP HTTP/1.1 200 Document follows (text/html)
8 0.193130 192.168.1.1 192.168.1.6 HTTP GET /favicon.ico HTTP/1.1
11 0.330772  192.168.1.6 192.168.1.1 HTTP HTTP/1.1 404 Not Found (text/html)

\ TAILARER

, TR THELRTSN=/\ Ty DRER (http /S5 9R)

® Frame 4 (258 bytes on wire, 258 bytes captured)

@ Ethernet II, Src: Intel_25:4f:b3 (00:19:d1:25:4f:b3), Dst: Intel_56:83:7b (00:19:d1:56:83:7b)

@ Internet Protocol, Src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.6 (192.168.1.6)

@ Transmission control Protocol, Src Port: tsrmagt (2077), Dst Port: http (80), Seq: 1, Ack: 1, Len: 204
# Hypertext Transfer Protocol

0000 00 19 dl 56 83 7b 00 19 d1 25 4f b3 08 00 45 00 V.{.. .%0...E
0010 00 f4 ab da 40 00 80 06 ca di cO a8 01 01 cO a8 coesllice cevennns
0020 01 06 08 1d 00 50 e5 24 &
0030 ff ff f6 21 00 00 47 45

0040 2f 31 2e 31 0d Oa 41 63 / p
0050 2a Od Oa 41 63 63 65 70 74 2d 4c 61 6e 67 75 61

0060 67 65 3a 20 6a 61 0d 0a 55 41 2d 43 50 55 3a 20 ge: ja.. UA-CPU:
0070 78 38 36 0d 0a 41 63 63 65 70 74 2d 45 6e 63 6f  X86..AcC ept-Enco
0080 64 69 6e 67 3a 20 67 7a 69 70 2c 20 64 65 66 6c ding: gz ip, defl
0090 61 74 65 0d Oa 55 73 65 72 2d 41 67 65 6e 74 3a  ate..Use r-Agent:

1

213 R T

20 4d 6f 7a 69 6c 6c 61
File: "F:¥shonan¥-f >4 —Ry k70 h...

2f 34 2e 30 20 28 63 6f  Mozilla /4.0 (co
Packets: 15 Displayed: 4 Marked: 0

Profile: Default




2019.5 % 1 hRk
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WY 5.

| Frame 4 (258 bytes on wire, 258 bytes captured)

Ethernet II, sSrc: Intel_25:4f:b3 (00:19:d1:25:4F:b3),

Dst: Intel_56:83:7b (00:19:d1:56:83:7b}"/”’

| Internet Protocol, src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.6 (192.168.1.6) |€

Ethernet ] ~Nw&

IP A&

A @ B ]=] =

Transmission Control Protocol, Src Port: tsrmagt (2077), Dst Port: http (80), Seq: 1, Ack: 1, Len: 204|

Hypertext Transfer Protocol

A N

~

http ~Nv&

Roroh it ToP N5

ER (/45 yARER) D[Ethernet I ][Internet Protocol][Transmission Control Protocol][Hypertext Transfer Protocol]ld.
INTYRDAYE LI SE D TEBRDEZNSEBRINTEY . EELKRINZR-LTIS, £f-. L& D[Framell.
TJL—LERTOFILOERAOY A XLE)ERLTLNS,

* Ethernet I Av4 CX TR TSREHEY Yo BEAVH RBHRTT B)

= Ethernet II, Src: Intel_25:4f:b3 (00:19:d1:25:4f:b3), Dst: Intel_56:83:7b (00:19:d1:56:83:7h)

# Destination: Intel_56:83:7b (00:19:d1:56:83:7b)
@ source: Intel_25:4f:b3 (00:19:d1:25:4f:b3) — AYNER
Type: IP (0x0800)

Ethernet I AY5 1E$R

EthernetIANYS DEEFRLANE

Destination 585E LAN #—F @ MAC 7FL R
Source E{ET LAN h—F D MAC PRL R
Type EEFarans4F (~AyERR)

*IP Ay¥ (KATEEOTSRHHEIYvIT BNV BRI RTTS)

= Internet Protocol, Src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.6 (192.168.1.6)

/~ version: 4

Header length: 20 bytes

# Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: Ox00)
Total Length: 244
Identification: Oxabda (43994)

# Flags: 0x04 (Don't Fragment)
Fragment offset: 0O
Time to live: 128
Protocol: TCP (0x06)

# Header checksum: Oxcadl [correct]
source: 192.168.1.1 (192.168.1.1)
Destination: 192.168.1.6 (192.168.1.6)

\

—— ~usihR

IP Ay iR
IPAYEDEERLENS

Vertion

N—23y (EEIT 4)

Header length

AYFHAL X GEEIL 20 /310F)

Differentiated Service Field

NirybBEE(TOrILERE)

Total Length 1P /5y b A X (BABL: /8 F)
Identification Ny bEAESR

Flags Ny EIERF

Fragment offset Ny EIRLE

Time to live AG A JIOE i

Protocol EEFaraLgaF

Header checksum Ny MEIERERRIER

Source #EETIP 7RELR

Destination B IP FRLR
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* TCP A4 (XATHED TS RE+HEIvIT BEAVF BB ETT S)

e source port: tsrmagt (2077)
Destination port: http (80)
Sequence number: 1
[Next sequence number: 205
Acknowledgement number: 1
Header Tlength: 20 bytes

# Flags: Ox18 (PSH, ACK)
window size: 65535
\_ @ Checksum: 0xf621 [correct]

(relative

(relative sequence number)

(relative ack number)

- Transmission Control Protocol, Src Port: tsrmagt (2077), Dst Port: http (80), Seq: 1, Ack: 1, Len:
N\

sequence number)]

— ~USIER

204

TCP Ny & iE#R
TCP AYHDEEREAE

Source port

RERR—IEE

Destination port

RER—IES

Sequence number

IEFEEE (/v DIEE)

Acknowledgement number

SERRES (R Y OIEE)

Header length

AYF YA X GEHE 20 /31F)

Flages

TCP FEREH D=6 DA F

Windows size

ZE/ NV ITH A X (B : 71810 F)

Checksum

Ny MERTERIER

* http AvH CITED TS REHEIYIT BEAVTERNERTT B)

- Hypertext Transfer Protocol

(2 GET / HTTP/1.1\r\n
Request Method: GET
Request URI: /

Accept: */*\r\n
Accept-Language: ja\r\n
UA-CPU: x86\r\n

Host: 192.168.1.6\r\n
Connection: Keep-Alive\r\n

Request Version: HTTP/1.1

Accept-Encoding: gzip, deflate\r\n
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.1)\r\n

\__\rin J
httpAy 5 R
TCP AYHDEIBERENE
GET ERAYYF (Web R—THUHE)
Accept Web TS50 DER
Accept-Language Web TSUHDOFHAESE

UA-CPU

£/ CPU(a—FER)

Accept—Encoding

Web TSOHNT—42HR

User—Agent Web TS H DIEHO/NN—3
Host Web Y—/\—DiFT{R (P 7FLR)
Connection Web Hr—/A— D EHHTER

- AUSIEE




