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2. INTYNEZA—%FH>THS

B M PC M5 5 Web H—73—(172.17.181.100)~, Ly T—-AT KD ping Z{FE>THRE/ VY MICMP : Internet
Control Message Protoco)Z&i%%, CDEZITPYEYT S/ Ny (BR/NNTyRELE/\Mryh) & Ny EZS—
(Wireshark) & {E>TEX v TFrL. LTD/ 4y RDERHRDO~Q%FEER/—MZEEE% T 5.

D FEETIPTFRLR
@ %E%LIPFRLR
@ ZaralLnLEs

LT DFIEIZHE> TREREHEHITSN

(MRYRT—HATURD ping RITRIIZ, /M IMNEZA—EF> T\ IbEX Y TFvd 5
TARINTZH BT A% )9 LT, Wireshark #2E1T 5, Y— )L/ \—®Dlinterfacel R 2 ZHL T, F+
TFoA B8 71—AEEERRSE ., FHALTLS LAN B—FZEIRL T, [Startl RZZ T, MEELLIEM /S
b EZR—Wireshark) D{ELVF 1SR,

(Qav R TRV TERE, RYRT—HaT UKD ping ZFH 5 Web H—/ \—(H & PC:172.17.181.1000~1% %
BE/NTYSHE S Web H—/\—EE PONEIET HE UTDLIGREDNRTT D, REEDISFEIL.
[REZRDITTHERL. BERYLNT—I2TUK ping #EITT 5,

C¥>ping 172.17.181.100

172.17.181.100 IZ ping ZEELTVVET 32 /[(+DTF—4

172.17.181.100 HODIGE: 7/ A~k =32 Bk =16ms TTL=53
172.17.181.100 HSDIEE: /A =32 K] =9ms TTL=53
172.17.181.100 D SDIHE: /(MY =32 Bl =15ms TTL=53
172.17.181.100 HSDIEE: /A MY =32 Bl =31ms TTL=53

172.17.181. 1(X) @ ping ﬁn‘l'
Ny EE =4, BB =4, 1B% =0 (0% DIEK),
7’7/I~ ky ﬁwmﬁﬂ#ﬁﬂ ()
&/ =9ms, FxK =31ms, ¥ = 17ms
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@\ ybF T FoEEILL, /Y NDABREHERT S
Y—ILIA—D[Stopl RAVEIRL , ¥ TFHEELT B, 1V yh—EERIZR RSN TULS{SAD/ My h
5. T4IVLAEFE->THRYRIT—Ha<T K ping @ ICMP DR/ N4y Echo request)E it Zr/ N7y MEcho request)

1)L — .
u 5‘ DHERTSE D, X[/ VY EZF—(Wireshark) DELVE 15 HR,

Filter: | icmp ~ | Expression.. Clear Apply Save

No. Time Source Destination Protocol Length Info
2507 49.7816110192.168.0.9 . ER 74 Echo (ping) request id=0x0001, seq=13/3328, ttl=128 (reply in 2508)
2508 49. 8005560 59.106.13.138 192.168.0.9 ICMP 74 Echo (ping) reply 1d=0x0001, seg=13/3328, tt1=33 (request in 2507)
2553 50.7931390192.168.0.9 59.106.13.138 ICMP 74 echo (ping) request id=0x0001, seq=14/3584, ttl1=128 (reply in 2554)
2554 50.8172630 59.106.13.138 192.168.0.9 ICMP 74 Echo (ping) reply 1d=0x0001, seg=14,/3584, tt1=53 (request in 2553)
2556 51.8087470192.168.0.9 59.106.13.138 ICMP 74 Echo (ping) request id=0x0001, seg=15/3840, ttl1=128 (reply in 2557)
2557 51.8329630 59.106.13.138 192.168.0.9 ICMP 74 eEcho (ping) reply 1d=0x0001, segq=15/3840, ttl1=53 (request in 2556)
2569 52.8244090192.168.0.9 59.106.13.138 ICMP 74 Echo (ping) reguest id=0x0001, seq=16/4096, ttl1=128 (reply in 2570)
2570 52.839871059.106.13.138 192.168.0.9 ICMP 74 Echo (ping)_reply 1d=0x0001, seg=16/4096, tt1=53 (request in 2569)

] (S I
OEETIP7 FLR @ELIPF7FLR  @FOFaNE  pEiryr  BRTy b
3. TCP Oyl ay () 2T 5

55 Web H—73—(172.17.181.100) DTR—LR—UEERE D/ N\ yhE X v TF oL, ST F v/ \rybD i, J4)L5%
{FE>TTCP /My b DAHERRSED,

UTDFIBIZHE->TEEEEHITILN
(1) INTYNEZA—EF T\ TFYd B
@) TF9H(E LREVEF-THE S Web H—/\DIHR—LR—CERTT S
TS9O TRLRN—IZEH Web H—/ D IP PRLA(172.17.181.100Z A 1T 5
Q) I\ YbX T FoEEILETS
@) INTYR—EERIZRTEINTNDKSAD/ NI S, T4ILAZFEST TCP 1\ b DHERTSIE D, 2D
EE UTDOESIZTCP EHA®D PC M IP 7RLAR(172.17.181. 2 /16)% andGRIEFR)IZT BE. BRID/NMrybE:

L elback AN
Filter: | tcp and ip.addr == 192.168.0.8/24 v
\
78 3L (tep) and GRIERE) BHOPCOIPPKLAR (172.17.181. ? /16)

Iy h—E A EEAS TERZ[E AT, Info DFIIZ[SYN]., [SYNACK]. [ACKIEFREEL TLNB3 DD/ Ay hEHEL .
N5\ IEDIEHRO~OEEER /—NIERERT 5.

EETIP7PRLAR

&L IP PRLR

£{E5T MAC 7RLX

585 MAC 7RL R

TCP A5 RO flags(16 HEH)=>151: 0x???

O®OOO

</Nryb—EER>

325 3.37393700192.168.0.9 103.43.222.37 TP 66 60904+80 [SYN] Seq=D Win=65535 Len=0 MS5=1460 WS=256 SACK_PERM=1
416 3,49118800103. 243,222,317  192.164.0.9 Tcp 66 80-60904 [5YN, ACK] Seq=0 Ack=1 win=26580 Len=0 MSS=1414 SACK_PERN=] Ws=512
421 3,49122800192.168.0.9 103, 243.222,37 TP 54 6090480 [ACK] Seq=l Ack=l wWin=262144 Len={

T A

OREETIP7ZFLR Q5% IP7 FLR Info 51l - [SYN] [SYN, ACK] [ACK]

<Ny EEHEER >
= Ethernet II, Src: AsrockIn_83:e6:95 (bc:5f:f4:83:e6:95), Dst: NecPlatf_aa:4c:f0 (ad:12:42:aa:4c:f0)

Destination: NecPlatf_aa:4c:f0 (ad:12:42:aa:4c:f0)
source: AsrockIn_83:e6:95 (bc:5f:f4:83:e6:95)
Type: IP (0x0800)
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<Ny NEERRER >

= Transmission Control Protocol, Src Port: 60904 (60904), Dst Port: 80 (80), sSeq: 0, Len: O
source Port: 60904 (60904)
Destination Port: 80 (80)
[stream index: 27]
[TCP segment Len: 0]
Sequence number: 0 (relative sequence number)
Acknowledgment number: O
Header Length: 32 bytes

+ +... 0000 0000 0010 = Flags: 0x002 (sYN)

Ny R—EERZHLVT, Info DFNIZ[FINACK], [ACK]I&E#RE TREESNTLND2DD/ VrybEiEL. ThioD s Vryk
DEHRO~E%E/—MERERT 5,

D FEEFTIPFRLR

@ %EFEIPPRLXR

@ FEETMACTRLR

@ %E% MAC 7RLX

® TCP AYH RO flags(16 HEED)

4. Web PO REHTTS
FESPEREFATETYIF L=\ ybDHFMS HTTP DHAERTRSE D, /WM Yb—EEIZR RSN TULNDKSAD/ vk
Mo, LLTFDESIZIAILEZEESTHTTP /N yh DA ERRSE B,

Filter:  http and ip.addr == 192.168.0.9/16 v

N\
Jatar  ad GRED BAOPCH PP KLR (172.17.181. 2 /16)
ISR —EER T Info DFIIZ GET / HTTP/1.1 EREBEN TN/ Sy EEL . 0/ Sk DIEHD~OEEER/

_l\':éaﬁiiéo
D FETIPFELXR
@ sEEIPFRLR
® EETHR—IES
@ BER—IES
® TCP AYA D flags(16 EEX=>151: 0x???
® Hypertext Tranfer Protocol(HTTP) NS AM User-Agent({EF T 504 4)
<INryh—EER>
[332 6.87579100192.168.0.9 173.104.117. 240 HTTP 1108 GET / HTTP/1.1 |
7 N
OFETIP7 FLR @Fase IP 7 FLR Info %Il : GET / HTTP/1.1
<\ NEEHRER >

= Transmission Control Protocol, Src Port: 63841 (63841), Dst Port: 80 (80), 5eqg: 1, Ack: 1, Len: 1054

Source Port: 63841 (63B41)
pestination Port: 80 (80)
[stream index: 5]
[TCP Segment Len: 1054]
Sequence number: 1 (relative sequence number)
[Next sequence number: 1055 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Header Length: 20 bytes
# .... 0000 0001 1000 = Flags: Ox018 (PSH, ACK)

- Hypertext Transfer Protocol
GET / HTTR/1.1\r\n
Accept: text/html, application/xhtmlexml, image/jxr, */*\r\n
Accept-Language: ja\rin
User-Agent: Mozi11a/3.0 (windows NT 10.0; wingd; x64) Applewsbkit/337.36 (kHTML, 1ike cecko) Chrome/42.0.2311.135 safari/537.36 Edge/12.10240'r'\n

AL
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I R — B R C Info DFI(Z HTTP/1.1 200 Document follows EFRIDIN TLND/ S IRFHIEL . D/ Sy DI
H{O~OEEER/—NI5EFT 5,

5B IP PRLABIUEET IP 7RLR

585 MAC 7RLRAE S UEETT MAC 7RLR

TCP ~NYA N0 flags(16 HE#K)

HTTP AYA R® Server B Content-type DA
Line-based text data LA FDEAR (BITIZHEHZELHD)

OO

AR BRIy BB TEENEE(CE, UTOFIBIZR ST, 1 2—rvh—B 77/ LEEIBRLTHSEE Web 7H AL TLIZS
W 12— Ib—BET7 A ILEBIRT DFIEE. LLTDEY,
* O bA—)LISRIL =T RIR T =S AU A—2 b | =T A a—2ub A Tay | -T2 - TEEORE |- THIR -t
Bll& -l —TOoK]
EEFIETEH. BRID/ UMD EIE TELRNEZIZIL, Ctrl F— + 5 F—FR/TLTREIEIZ Web 7HOER TS

5. ARP(Address Resolution Protocol: 7KL AR T OV ZEBH TS

HFDIP 7RLRZIEELGRIET 51=HIZIX. MAC PTRLRABINE LTS, CD2DDTRLREREUMTTHDHY, ARP DIRE
T#H%. ARP BIEIE. P TRLRZF—(FMHWY) ELT MAC FRLRZELVEHLE S ARP ERE, CORLELEITHLTIP
TRLRIZHIEL = MAC 7RLRZRE Y S ARP IS EMLRIL TS,

&5 5 Web H—/\(172.17.181.100)D IP FRL RAZ$EEL T, RYRT—oaAT UKD ping Z{F>THRE/\ryhEiE S, ZOFFIZHY
YT BN INEF Y TFrL., ST FoL=ER O/ ybDHhMs ARP /X ybhE R DT TR E LB HREEER /— M50 8%
T5,

LT DFIEN)~@DIZ > TEEEHEDITIL
(1) BH® PC HIZRFESNTLVS ARP v a1 (MAC 1&3R) 29 XN TCHIRT S
avURTAVTERE . ARP Xy A% IR a7 Rarp -d)EETT 5

C¥>arp -d XZDAT R arp ~-dDMEITTEHELMGE X, FIBQ~ED

(2) TS9H(IE L EVEFES>TE S Web H—/ \Dh— LR—SERTT S
TSHOHFDTRLRN—IZEH Web H—/ D IP 7KL X(172.17.181.10002 A7 %
@) YT TFEEILETS
@) 1y h—EERIZRRENTNSIKSADIN T YD, T4ILAEFE ST ARP /MDA ERRSES

Filter: | ar e
IA\p

s Il:ul«(arp)

Iy —EEIZRIRSIN TS/ AT YED MG Info DFI[Z who has * * * % ? EREESNTULND/ M ybFIEL.
CONTIRDIERO~@EEER/—MIEREHR T b,
@D 1 yh—EERD Source Fll, Destination 5. Info FI|DHZ
@ Ethernet I AYA ADIE{STT MAC 7RL R (16 #EH) | 585t MAC 7RL R (16 3D
@ Address Resolution Protocol Ay TRM Sender MAC address, Sender IP address
@ Address Resolution Protocol A4 RO Target MAC address, Target IP address

<INryh—EE>

7 6.45423500 AsrockIn_83:e6:95 _Broadcast ARP 42 who has 192.168.0.17 Tell 192,168.0.9
DSourde FIDAE -/ . N
<SRRI > (TDestination FIDAZE ®Info HIHHNE
-] Ethernet II, Src: AsrockIn_83:e6:95 (bc:5f:f4:83:e6:95), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
4 Destination: Broadcast (ff:ff:ff:ff:ff:FF) !\ /[\
+ source: AsrockIn_83:e6:95 (bc:5f:f4:83:26:95)

OFEETMC7 FLX @5REMC 7 FLR
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= address Resolution Protocol (regquest)
Hardware type: Ethernet (1)

Protocal type: IFP (0x0800) @ Sender MAG address
Hardware size: 6

Protocol size: 4 / ®) Sender IP address
opcode: request (1)

sender maC address: asrockIn_83:e6:95 (bc:5F:f4.: 1e6:95)

Sender IP address: 192.168.0.9 (192.168.0.9)&
Target MaC address: 00:00:00_00:00:00 (oo:ao:oo:oo:m @ Target MAC address

Target IP address: 192.168.0.1 {_192.168.0.1:-<

@ Target IP address

/\°’7"‘JI~—%§NZ§7T<'5*L'CL‘6/\°’7"y|~0)':P75‘E>Info FIZ* % % % jsat * *k % * EREESNTULVA/ M yhEIEL.
DN DIERD~@ERER/—MIERER T 5, X/ DIEHRODIIEER7ERIL A A TS T 5

@D 1\ y—EE D Source Fl|. Destination 31, Info F| DA

@ Ethernet I AYA ADIE{STT MAC 7RL R (16 #H) | 585t MAC 7RLZ (16 3D
® Sender MAC address, Sender IP address

@ Target MAC address, Target IP address

<s\ryb—EER>
8 6.45467900 Necplatf aa:4c:f0) _AsrockIn 83:e6:95 ARP 60 192.168.0.1 is at a4:12:42:aa:4c:f0
@Sourg]é?lla)mﬁ 71

(TDestination FIMKZE DlInfo FIHHE
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INTY R EZAR—(Wireshark) D{ELVA

1. Wireshark &l

FYrT—Y L (LAN =T ILIZRN TV D/ yhERGL T, TOHROEREBEICKRTT Y77 (LAN
T4 —F =13/ y b EZR—) D 1D(Z Wireshark 185, Wireshark (&, IEEICEHRELA—T ) —X (V—X
O—FARHEINTNND)D LAN 7FHISAY T, #THERICAVEL1—ZRIZAVRAM—=ILLTHBT HENTES, (2
YAk http://www.wireshark.org)

<FLFABH>
& XYNI—HBEBEENRYNTI—IDISTILERRRT H1=6
® tTXaTAEMEBN LX) T OMBELRERTH=0
o FARFEMEATORIILDREICODNTT /YT GRYKER)T D=8
& XykI—H7ORIJLDOREBIZDONTEE T 518

AT

FYRT =AU ATI—AMDER SN NI EX v TF v (BFTEH)TH
NTYEDANBEFHMRTT D

INTIRE Y TF oLz T—2Z2RAV Y RELZYTES

o LAN 7HSA P DBRFLIz v T F o T—2E LML THRARAA EEHLATED
SEIFLREU T/ IMERYAATRETED

HED/NNTINDHBIITTEDS

SFEIELMEAHEREERTES

2. A —HA( 57—

Wireshark (&, /37 IbEX v T Fr§ BI0DHRREAZ1—OY—ILN—THBREEN TS, =, GV VI THY
HLIzY TAZaA—T AT LAV BEEEETHENTED, ST FrTFrLI/NN TV N ERITS =02 E
7% Wireshark QEEERGEIZDODWNTHRARS,

'l (Untitied) - Wireshark

4\& Edit View Go Capture Analyze Statistics Help
Seoed BEdRE Aeen T/ BBE QA #M®B% B

Filter:[ v Expression... Clear Apply

Y [=IE] ?l“

A A=a—

Y—Jbis\—

2,11 Charine v Channel'Offsel | v || FCS Filter v | Decryption Mode: None | v

Decryption Keys...

No. . Time Source Destination Protocol  Info s
SYN] Seq=0 Win=8192 [TCP CHECKSUM INCORRECT] Len=0 M55=1460 Ws=. |k

1 0. 192.168.0.3 . 0.101 9189 >
20.123400  207.46.250.101 192.168.0.3 TCP http > 49189 [SYN, ACK] 5eq=0 Ack=1 Win=8190 Len=0 MSS=1404
3 0.123463 192.168.0.3 207.46.250.101 TCP 49189 > http [ACK] seq=1 Ack=1 wWin=64584 [TCP CHECKSUM INCORRECT] Len=0
7 1,9‘\ S 1, (‘_ 4 0.123712 192.168.0.3 207.46.250.101 HTTP GET /fwlink/?LinkId=54729 HTTP/1.1
’f) ) / 5 0.251195 207.46.250.101 192.168.0.3 HTTP HTTP/1.1 302 Found (text/html)
6 0.251282 192.168.0.3 207.46.250.101 TCP 49189 > http [ACK] Seq=635 Ack=449 Win=64137 [TCP CHECKSUM INCORRECT] Len=0
7 0.251887 192.168.0.3 207.46.250.101 TCP 49189 > http [FIN, ACK] Seq=635 Ack=449 wWin=64137 [TCP CHECKSUM INCORRECT] Ler
80.253359  192.168.0.3 207.46.73. 60 Tcp 49190 > http [SYN] Seq=0 Win=8192 [TCP CHECKSUM INCORRECT] Len=0 MSS=1460 Ws=.
9 0.317753  207.46.73.60 192.168.0.3 Tcp http > 49190 [SYN, ACK] Seq=0 Ack=1 Win=8190 Len=0 Mss=1412 I
10 0.317815 192.168.0.3 207.46.73.60 TCP 49190 > http [AcK] Seq=1 Ack=1 Win=64952 [TCP CHECKSUM INCORRECT] Len=0
11 0.318027  192.168.0.3 207.46.73. 60 HTTP GET / HTTP/1.1
o e 12 0.374997 207.46.250.101 192.168.0.3 TCP http > 49189 [ACK] Seq=449 Ack=636 Win=64873 Len=0

/\7\y|~_ﬂgﬂ 13 0.393628 207.46.73.60 192.168.0.3 HTTP [TcP Previous segment lost] Continuation or non-HTTP traffic
14 0.393675 192.168.0.3 207.46.73.60 TCP [TCP Dup ACK 11#1] 49190 > http [ACK] Seq=830 Ack=1 win=64952 [TCP CHECKSUM It
15 0.394953 207.46.73.60 192.168.0.3 HTTP [TCP Previous segment lost] Continuation or non-HTTP traffic
16 0.394956  207.46.73.60 192.168.0.3 HTTP [TCP out-of-order] Continuation or non-HTTP traffic
17 0.394973  192.168.0.3 207.46.73. 60 Tcp [TCP Dup ACK 11#2] 49190 > http [ACK] Seq=830 Ack=1 Win=64952 [TCP CHECKSUM It

1

18 0.304986  192.168.0.3 207.46.73.60 TP [TcP nun ACK 11#31 49190 > hrtn Tack] Sea=830 Ack=1 Win=64952 [TCP CHECKSUM Tt
il

@ Frame 1 (66 bytes on wire, 66 bytes captured)

@ Ethernet II, Src: Toshiba_91:56:61 (00:15:b7:91:56:61), Dst: Coregakk_cd:16:20 (00:0a:79:cd:16:20)
| ® Internet Protocol, Src: 192.168.0.3 (192.168.0.3), Dst: 207.46.250.101 (207.46.250.101)

Iy NEERRER

0000 00 0a 79 cd 16 20 00 15 b7 91 56 61 08 00 45 00
0010 00 34 05 fe 40 00 80 06 00 00 cO a8 00 03 cf 2e

0020 fa 65 cO 25 00 50 c¢3 a3 b3 3a 00 00 00 00 80 02
° — . ggzg 5(4) gg 8a 66 00 00 02 04 05 b4 01 03 03 02 01 01
\ —
Ny T—5E8

— o
XT_QX' \— \” File: "C:¥Users¥cobayasi¥AppData¥Loc-- | Packets: 161 Displayed: 161 Marked: 0 Dropped: 0 Profile: Default

EEE KSR D BT >




(A A= a—]
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HH 4 T G O# R
File FZ7A VO REF-#E-ERRE
Edit Ny MR -SRRAR TR
View YV—IJLN—PEE R, T DRS T
Go BENNTYFORT
Capture FrTFrDORE-BT . T TFYI LR (T FrEORYRAH) DIRE
Analyze RRIT1II (BEYIAHTR) DIERL - . /N7y MET
Statistics Ny O—BPRTaraL S mia s OMEHERO R
Help ~ILVTHRE
[Y—IL/\—]

FLESHAEERFIMELTHSD

[T4IL3Y—)LIN—]

N YRNERYAT (T4 IV EHER) ESITERATS

[/ Sy b — ]

XN TFYL=\TryrE—EICLTRERT D, 12D/ yhE 117 TRRL., BEAHBA(nfo)ADIFoN5, 2T
DU L TGEIRLIZ1 DD/ Ty b DEFBIIEABE D, Ny EERERlICR RSN D,

K yh—Bl RRNE

H B & A B
No. XTI FrLI- BB ETTES
Time XTI FrLI-B5Zl
Source EETTFLR
Destination BETELRX
Protocol FOralLDEF
info NryrOBE
[/ N4y NEEHRER]

34y b— BRI TER L=/ Sy D HEAE BRRB) ERTT 5. Tz, AYTBLAYITHIFER TS
ENZED)v09 5E FEMBRETAENRTEIND,

[y b T —58f]

Ny b—BEHITERLI=/\TYEDABZE. 16 EE O ASCI O—RRE TRITT Do KU EENTI S8 IZFIF

ERN

[RT—RA/\—]

BEOTOUSLORESC/N b TFrICET HEHARTEINS . BE . EAIIZIXIRFED Wireshark DIREE
BRUXYTFrI7 ML ORRLI-T4—ILEOABRL, GRICERERBRL OSSO BESHRIESN T

Do
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ZITlE web H—N\—(PCOMSHY LT ILIR—LR—CFA I A—RTHEEITPYRYEIN S/ ybEFIIZE- T,
X TFYDREFIBEE/ N T DRREFERFEZHAT S,

<* ¥ ITFvig{EFIE>
@

—

TARIk

Wires

©O

DY INOYAG RN TNy ()

hark

YTDTIZRTTAAVER T ILY)YILT Wireshark #H2E13 5,

Wireshark D743y

@ wireshark: Capture Interfaces

=8 =]

Description

@l Microsoft

@l MS Tunnel Interface Driver

P

@l Intel(R) PRO/1000 PL Network Connection 192.168.0.3

0.0.0.0

unknown

Packets Packets/s

Stop

(g2

Y—)L/A—Dlinterfaces]RE (—BEIZHHRIV)EHL T, FvTFr A 87— RAEEER TS D,
FRALTWSRBIETSH THALAN H—R)EEIRL TStartl K2 Z T, COBE TE YT FrABIBSN A0 T, 7]

L I TFrEE

@ TIVHERBSE., web H—/N—PCODTFLRZHEEL T, R—LR—VZRTEE D, F—LR—DDFT IV
A—RMHE T LI=o Y=L/ —D[Stopl R a2 (EML4EB DRIV &4 T,

<INTYRDRFR>
I TFoRTEZE. BRUAD T YERRREN TSN T, RRISILEEZFOTRYRAHZEITS, SMEIEL.
http 7O DHERTT B=OIZ. LTFTOBYIZTLILAY—ILIN—DHRYIRIZ http ZANT S,

Eilter |

v

Expression... Clear Apply

242 ANEH

http Z AL DHBERVIRANKZBIZEDHL DD T, Enter F—FH I E/NTYR—BERIZ, LLTFTDKSIZ http AL
DHBRTEIND,

SINTYRBEAYE) DFESR>
Tl RRSN =/ YA S DIERETE

[ tcp.peap - Wireshark

B BHEIZDONT 12Dy EFIZE IFTE#HBET S,

[o[E] = ]

Go

Sesew BEXRXRE|C

File Edit View Capture Analyze Statistics Help

¢ 92T L BE QD #BDB % ® |

A\ 4

Eilter: [http ~ Expression... Clear Apply
802:11 Chanine v Channel'Offse - ~ | Decryption Mode: | None - ss Settings... Decryption Keys...
No. Time Source Destination Protocol  Info =
0.000398 92.168.1.1 92.168.1.6 HITP/1.1
7 0.129562 192.168.1.6 192.168.1.1 HTTP HTTP/1.1 200 Document follows (text/html)
8 0.193130 192.168.1.1 192.168.1.6 HTTP GET /favicon.ico HTTP/1.1
11 0.330772  192.168.1.6 192.168.1.1 HTTP HTTP/1.1 404 Not Found (text/html)

\ TAILARER

, TR THELRTSN=/\ Ty DRER (http /S5 9R)

® Frame 4 (258 bytes on wire, 258 bytes captured)

@ Ethernet II, Src: Intel_25:4f:b3 (00:19:d1:25:4f:b3), Dst: Intel_56:83:7b (00:19:d1:56:83:7b)

@ Internet Protocol, Src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.6 (192.168.1.6)

@ Transmission control Protocol, Src Port: tsrmagt (2077), Dst Port: http (80), Seq: 1, Ack: 1, Len: 204
# Hypertext Transfer Protocol

0000 00 19 dl 56 83 7b 00 19 d1 25 4f b3 08 00 45 00 V.{.. .%0...E
0010 00 f4 ab da 40 00 80 06 ca di cO a8 01 01 cO a8 coesllice cevennns
0020 01 06 08 1d 00 50 e5 24 &
0030 ff ff f6 21 00 00 47 45

0040 2f 31 2e 31 0d Oa 41 63 / p
0050 2a Od Oa 41 63 63 65 70 74 2d 4c 61 6e 67 75 61

0060 67 65 3a 20 6a 61 0d 0a 55 41 2d 43 50 55 3a 20 ge: ja.. UA-CPU:
0070 78 38 36 0d 0a 41 63 63 65 70 74 2d 45 6e 63 6f  X86..AcC ept-Enco
0080 64 69 6e 67 3a 20 67 7a 69 70 2c 20 64 65 66 6c ding: gz ip, defl
0090 61 74 65 0d Oa 55 73 65 72 2d 41 67 65 6e 74 3a  ate..Use r-Agent:

1

213 R TR

20 4d 6f 7a 69 6c 6c 61
File: "F:¥shonan¥-f >4 —Ry k70 h...

2f 34 2e 30 20 28 63 6f  Mozilla /4.0 (co
Packets: 15 Displayed: 4 Marked: 0

Profile: Default
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RSN TS/ YR TlinfolDFIT GET /http/1.1 ERRENTWNB/NTIREED, I\ VB ORTHRNEE

WY 5.

| Frame 4 (258 bytes on wire, 258 bytes captured)

Ethernet II, sSrc: Intel_25:4f:b3 (00:19:d1:25:4F:b3),

Dst: Intel_56:83:7b (00:19:d1:56:83:7b}"/”’

| Internet Protocol, src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.6 (192.168.1.6) |€

Ethernet ] ~Nw&

IP A&

A @ B ]=] =

Transmission Control Protocol, Src Port: tsrmagt (2077), Dst Port: http (80), Seq: 1, Ack: 1, Len: 204|

Hypertext Transfer Protocol

A N

~

http ~Nv&

Roroh it ToP N5

ER (/45 yARER) D[Ethernet I ][Internet Protocol][Transmission Control Protocol][Hypertext Transfer Protocol]ld.
INTYRDAYE LIS E D TERDEZNSEBRINTEY . EELKRINZR-LTIS, £f-. L& D[Framell.
TJL—LERTOFILOERAOY A XLE)ERLTLNS,

* Ethernet I Av4 CXITED TS REHEY Yo BEAVH RBHRTT 5)

= Ethernet II, Src: Intel_25:4f:b3 (00:19:d1:25:4f:b3), Dst: Intel_56:83:7b (00:19:d1:56:83:7h)

# Destination: Intel_56:83:7b (00:19:d1:56:83:7b)
@ source: Intel_25:4f:b3 (00:19:d1:25:4f:b3) — AYNER
Type: IP (0x0800)

Ethernet I AY5 1E$R

EthernetIANYH DEEFRLANE

Destination 5845 LAN #1—F @) MAC 7FL R
Source E{ET LAN h—FK D MAC PRL R
Type EEFarans4F (~AyERR)

*IP Ay¥ (KATEEOTSRHHEIYvIT AV BRI RTRTS)

= Internet Protocol, Src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.6 (192.168.1.6)

/~ version: 4

Header length: 20 bytes

# Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: Ox00)
Total Length: 244
Identification: Oxabda (43994)

# Flags: 0x04 (Don't Fragment)
Fragment offset: 0O
Time to live: 128
Protocol: TCP (0x06)

# Header checksum: Oxcadl [correct]
source: 192.168.1.1 (192.168.1.1)
Destination: 192.168.1.6 (192.168.1.6)

\

—— ~usihR

IP Ay 1R
IPAYEDEERLENS

Vertion

N—2ay GEEIE 4)

Header length

AYFHAL X GEEIL 20 /310F)

Differentiated Service Field

NrybBEE(TOrILERE)

Total Length 1P /5y b A X (BABL: /81 F)
Identification Ny bEANESR

Flags Ny EIERF

Fragment offset Ny S EIGLE

Time to live nNrybDEa

Protocol tEFaraLgaF

Header checksum Ny MEIERERRIER

Source #EEFTIP 7RELR

Destination B IP PRLR
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* TCP A4 (KATHED TS RE+HEIIvIT BEAVF BB ETT S)

e source port: tsrmagt (2077)
Destination port: http (80)
Sequence number: 1
[Next sequence number: 205
Acknowledgement number: 1
Header Tlength: 20 bytes

# Flags: Ox18 (PSH, ACK)
window size: 65535
\_ @ Checksum: 0xf621 [correct]

(relative

(relative sequence number)

(relative ack number)

- Transmission Control Protocol, Src Port: tsrmagt (2077), Dst Port: http (80), Seq: 1, Ack: 1, Len:
N\

sequence number)]

— ~USIER

204

TCP Ny & iE#R
TCP AYHDEEREAE

Source port

RERR—IEE

Destination port

RER—IES

Sequence number

IEFEEE (/v DIEE)

Acknowledgement number

SERZRES (ZIo1=/ Y DOIEE)

Header length

AYF YA X GEHE 20 /31F)

Flages

TCP BEREH D=6 DA F

Windows size

ZE/ NV ITH A X (B 7181/ F)

Checksum

Ny MEA TR

* http AvH CITEED TS RE[HESI9IT BEAVTERNERTT B)

- Hypertext Transfer Protocol

(2 GET / HTTP/1.1\r\n
Request Method: GET
Request URI: /

Accept: */*\r\n
Accept-Language: ja\r\n
UA-CPU: x86\r\n

Host: 192.168.1.6\r\n
Connection: Keep-Alive\r\n

Request Version: HTTP/1.1

Accept-Encoding: gzip, deflate\r\n
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.1)\r\n

\__\rin J
httpAy 5 1 $]
TCP AYHDEIBERENE
GET BERAYYF (Web R—THUHE)
Accept Web TS50 DER
Accept-Language Web TSUHDFAESE

UA-CPU

£/ CPU(a—FER)

Accept—Encoding

Web TSOHNT—42HR

User—Agent Web TS HDIEHO/NN—3
Host Web Y—/\—DiFH{R (P 7FLR)
Connection Web Hr—/A— D EHRTER

- AUSIEE




